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DETAILED ACTION 

1 . This application has been examined. 

2. Claims 1 -40 are pending. 



Information Disclosure Statement 
3. The IDS filed 3/6/2002 has been considered. 



Claim Rejections - 35 USC §102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

5. Claims 1-3, 5, 9-15, 18, 19, 21-26, and 31-36 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Bates et al. (U.S. Patent Number 6,779,021), hereinafter referred to as 
Bates. 

6. Some claims will be discussed together. Those claims which are essentially the same 
except that they set forth the claimed invention as a computer-readable medium are rejected 
under the same rationale applied to the described claim. 

7. Bates has disclosed: 
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• <Claim 1> 

An apparatus for reducing unwanted emails to a computer network comprising: an 
input/output point coupled to a computer network (column 6, lines 1-3); a mail queue 
(column 6, lines 50-54); and a delay queue coupled to the input/output point and the mail 
queue, whereby incoming email messages are placed on the delay queue, and whereby at 
least one characteristic of the email message placed on the delay queue is examined to 
determine whether the email message are likely to be desirable to the intended recipient 
or recipients (column 6, lines 55-56 and column 7, lines 23-29). 

• <Claim 2> 

The apparatus of claim 1 wherein the email messages are placed on the delay queue for a 
configurable time period (column 7, lines 43-48). 

• <Claim 3> 

The apparatus of claim 1 wherein the input/output point comprises at least one gateway 
(column 6, lines 1-3 and figure 2, items 38 and 40). 

• <Claim 5> 

The apparatus of claim 1 wherein the mail queue and delay queue are co-located (figure 
3). 

• <Claim 9> 

The apparatus of claim 1 wherein the at least one characteristic of the emails placed on 
the delay queue is the number of recipients (column 7, lines 23-29). 
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• <Claim 10> 

The apparatus of claim 1 wherein the at least one characteristic of the emails placed on 
the delay queue is the sender's address (column 7, lines 30-42). 

• <Claimll> 

The apparatus of claim 1 wherein the at least one characteristic of the emails is selected 
from the group of: recipient address, number of invalid recipients, encryption of the 
emails, method of encryption of the emails, authentication of the sending user, method of 
authentication of the sending user, subject, message-ID, or message content (column 7, 
lines 43-48). 

• <Claim 12> 

The apparatus of claim 1 wherein a plurality of characteristics of the emails placed on the 
delay queue are examined, the characteristic of the emails being selected from the group 
of: sender's IP, MAC address, sender's address, recipient address, number of recipients, 
number of invalid recipients, encryption of the emails, method of encryption of the 
emails, authentication of the sending user, method of authentication of the sending user, 
subject, message-ID, or message content (column 7, lines 30-42). 

• <Claim 13> 

An apparatus for reducing unsolicited bulk emails to a computer network comprising: an 
at least one gateway to a computer network for receiving or transmitting information 
whereby incoming emails are initially examined for being suspect as unsolicited bulk 
emails (column 6, lines 1-3; figure 2, items 38 and 40; and column 8, lines 37-55); a mail 
queue (column 6, lines 50-54); and a delay queue, whereby suspect incoming emails are 
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placed on the delay queue for an appropriate and configurable time period, whereby at 
least one characteristic of the emails placed on the delay queue is examined to determine 
whether the emails is likely to be desirable to the intended recipient (column 7, lines 23- 
48). 

• <Claim 14> 

The apparatus of claim 13 wherein emails identified as not suspect as unsolicited bulk 
emails are delivered to the mail queue (column 8, lines 41-45). 

• <Claim 15> 

The apparatus of claim 13 wherein said emails placed on the delay queue and found 
sufficiently unique as not to present a threat to the resources of the computer network are 
delivered to the mail queue (column 10, lines 15-17). 

• <Claim 18> 

The apparatus of claim 13 further including computer-executable instructions for 
determining whether the emails are acceptable as desired or permitted, said computer- 
executable instructions providing rules for accepted characteristics for individual emails 
(column 7, lines 13-21). 

• <Claim 19> 

The apparatus of claim 18 wherein said emails placed on the delay queue are compared 
against established protocols, and wherein emails found acceptable are delivered to the 
mail queue (column 7, lines 23-48 and column 10, lines 15-17). 
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• <Claims21 and31> 

A method of reducing unwanted email messages received at a computer network, the 
method comprising: (a) storing an email message on a delay queue (column 6, lines 55- 
56); (b) identifying at least one characteristic of the email message stored on the delay 
queue (column 7, lines 43-48); and (c) comparing said at least one characteristic of the 
email message stored on the delay queue with corresponding characteristics of other 
email messages stored on the delay queue to determine a likelihood that the email 
message is an unwanted e-mail message (column 7, lines 49-65). 

• <Claims 22 and 32> 

The method of claim 21 further including initially identifying incoming email messages 
as suspect or not suspect, whereby email messages identified as suspect are stored on the 
delay queue (column 8, lines 53-55). 

• <Claims 23 and 33> 

The method of claim 22 further including delivering email messages identified as not 
suspect to a mail queue for ultimate delivery to the intended recipient (column 8, lines 
41-45). 

• <Claims 24 and 34> 

The method of claim 21 wherein (c) includes comparing a plurality of characteristics of 
the email message with corresponding characteristics of other email messages (column 7, 
lines 59-62). 
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• <Claims 25 and 35> 

The method of claim 24 further including: receiving a delay time at the delay queue; and 
storing the email message on the delay queue for the delay time (column 9, lines 3-19 
wherein messages must be stored on the queue for the designated time period in order to 
complete the determination). 

• <Claims 26 and 36> 

The method of claim 25 further including: after determining in (c) that the email message 
is likely not an unwanted message, delivering the email message to the mail queue 
(column 10, lines 15-17). 
Since all the limitations of the invention as set forth in claims 1-3, 5, 9-15, 18, 19, 21-26, and 31- 
36 were disclosed by Bates, claims 1-3, 5, 9-15, 18, 19, 21-26, and 31-36 are rejected. 

Claim Rejections - 35 USC § 103 

8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

9. Claims 4, 6, 16, 17, 20, 27-30, and 37-40 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Bates. 

10. Bates has disclosed a method for predicting and managing undesirable email that 
analyzes emails to determine patterns of similarity. Concerning claim 4, Bates did not explicitly 
disclose a system with a plurality of gateways, though this would be a clear extension of his 
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system because network servers (like figure 2, item 40) often connect to multiple networks 
through multiple gateways. Concerning claim 6, Bates did not explicitly state the delay queue 
distributed over multiple machines, though this would be a clear extension of his system because 
servers often operate a single, coordinated process over multiple machines. Concerning claims 
16, 20, 27, and 37, Bates did not explicitly state not delivering to a particular destination address 
emails found to present a threat. However, Bates does mark these emails differently before 
delivering them and it would be a clear extension of his system to deliver them to a separate 
folder or other distinct place since they are already marked differently. Furthermore, it is well 
known that filtering systems may simply return or delete the filtered messages. Thus, it would 
have been obvious to one of ordinary skill in the art at the time of the applicant's invention to 
modify the system of Bates by adding the ability to utilize a plurality of gateways, the ability to 
utilize a queue residing on a plurality of a machines, and the ability to not deliver to a destination 
address emails found to present a threat. 
1 1 . Thereby, Bates discloses: 

• <Claim 4> 

The apparatus of claim 1 wherein the input/output point comprises a plurality of 
gateways (column 6, lines 1-3; figure 2, items 38 and 40; and obviousness). 

• <Claim 6> 

The apparatus of claim 1 wherein the delay queue resides on a plurality of machines and 
wherein the delay queue polls the plurality of machines regarding the at least one 
characteristic of the emails on the delay queue (column 6, lines 23-25 and obviousness). 
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• <Claim 16> 

The apparatus of claim 15 wherein said emails found to present a threat to the resources 
of the computer network are not delivered to destination addresses (column 10, lines 13- 
15 and 18-26 and obviousness). 

• <Claim 17> 

The apparatus of claim 16 wherein said emails not delivered to the mail queue are 
discarded, returned to the sender, stored for further inspection, or stored for a recipient to 
request (column 10, lines 23-26 and 43-54). 

• <Claim 20> 

The apparatus of claim 19 wherein said emails not delivered to the mail queue may be 
discarded, returned to the sender, stored for further inspection, or stored for a recipient to 
request (column 10, lines 13-15, 18-26, and 43-54 and obviousness). 

• <Claims 27 and 37> 

The method of claim 26 further including: after determining in (c) that the email message 
is likely an unwanted message, preventing delivery of the email message (column 10, 
lines 13-15 and 18-26 and obviousness). 

• <Claims 28 and 38> 

The method of claim 27 wherein preventing delivery includes returning the email 
message to a sender (obviousness). 

• <Claims 29 and 39> 

The method of claim 27 wherein preventing delivery includes discarding the email 
message (obviousness). 
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• <Claims 30 and 40> 

The method of claim 27 wherein preventing delivery includes storing the email message 

(column 10, lines 23-26 and 43-54). 
Since Bates discloses all of the above limitations, claims 4, 6, 16, 17, 20, 27-30, and 37-40 are 
rejected. 

12. Claims 7 and 8 are rejected under 35 U.S.C. 103(a) as being unpatentable over Bates, as 
applied above, in view of Chu (U.S. Patent Number 6,182,1 19). 

13. Bates disclosed a method for predicting and managing undesirable email that analyzes 
emails to determine patterns of similarity. In an analogous art, Chu disclosed a system for 
configuring filters in an electronic data filtering system. 

14. Concerning claims 7 and 8, Bates did not explicitly disclose using IP addresses or MAC 
addresses as characteristics to determine whether email messages are likely to be desirable or 
not. However, filtering based on IP address was well known in the art at the time of the 
applicant's invention as evidenced by Chu. Furthermore, MAC and IP addresses map to each 
other and one can easily be resolved into the other, so it would also be obvious to filter by a 
MAC address in systems capable of filtering by IP address. It would have been obvious to one 
of ordinary skill in the art at the time of the applicant's invention to modify the system of Bates 
by adding the ability to use IP addresses or MAC addresses as characteristics to determine 
whether email messages are likely to be desirable or not as provided by Chu. Here the 
combination satisfies the need for effectively analyzing email to determine patterns among 
incoming emails and classify potential spam. See Bates, column 3, lines 34-37. 
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15. Thereby, the combination of Bates and Chu discloses: 

• <Claim 7> 

The apparatus of claim 1 wherein the at least one characteristic of the emails placed on 
the delay queue is the sender's Internet protocol address (Chu, column 1 1, lines 31-40). 

• <Claim 8> 

The apparatus of claim 1 wherein the at least one characteristic of the emails placed on 
the delay queue is the email's MAC address (Chu, column 11, lines 31-40 where IP 
addresses map to MAC addresses). 

Since the combination of Bates and Chu discloses all of the above limitations, claims 7 and 8 are 

rejected. 

i 

Conclusion 

16. The prior art made of record and not relied upon is considered pertinent to the applicant's 
disclosure. 

• Cotten (U.S. Patent Number 6,330,590) disclosed detecting and removing unwanted bulk 
email messages by using a signature ID code for each message. 

• Townshend (U.S. Patent Number 6,829,635) disclosed a method for identifying bulk 
email that tracks and uses the contents of a plurality of emails. 

• Ralston et al. (U.S. Patent Number 6,842,773) disclosed a method for processing bulk 
email by creating codes for individual messages and comparing the codes. 
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17. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Victor Lesniewski whose telephone number is 571-272-3987. 
The examiner can normally be reached on Monday through Thursday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on 571-272-4001 . The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 





Victor Lesniewski 
Patent Examiner 
Group Art Unit 2155 



